
TECHNO BYTE - YOUR DIGITAL INFORMATION

The reality of the 21st century is that 
wherever we go, our surroundings are 
saturated with CCTV and surveillance 
/ security cameras. Every major city 
worldwide has at least hundreds of 
remote camera systems, intersecting 
at famous landmarks, tourist hotspots, 
government buildings and other 
amenities. According to IFSEC Global, 
Hackney, a single borough of London, 
has nearly 2500 separate CCTV systems 
recording 24/7 at various locations.

And while we generally accept that 
video surveillance is a measure used to 
enhance public safety, the widespread 
adoption of digital recording technology 
creates problems of a different nature. 
While overt recording of the public space 
is legal and commonplace, using hidden 
cameras to covertly (and illegally) record 
private rooms and residences serves a 
more nefarious purpose.

INVASION OF PRIVACY IN 
MOTEL ROOMS

In March 2019 the National Police 
Agency in South Korea arrested four 
individuals who set up and maintained 
an illegal recording network, operating 
in 10 cities and involving over 30 
different motels. Hidden cameras were 
secretly planted in the rooms (without 
the knowledge or consent of proprietors) 

and digital recordings were live-streamed 
on a 24/7 basis to paid “customers”. The 
group ran a website which at the height 
of its popularity had over 4000 members, 
with full membership fees in the region 
of 40 euro per month.

The common hiding spots used to 
conceal the spy cameras were TV 
digital boxes, electric sockets and even 
hairdryer holders. But realistically, due 
to the ever-growing digitalisation of our 
lives, the number of ways of concealing 
recording equipment is endless.

HIDDEN CAMERAS IN IRISH AIR-BNB
If you think this scenario is too far-

fetched for Ireland, think again. In April 
2019 the Irish branch of Airbnb was 
forced to apologise to a family from 
New Zealand who had booked Airbnb 
accommodation in Cork, and to their 
surprise, discovered that the property 
was fitted with a number of spy cameras 
working off the local WiFi.

The discovery itself was rather 
accidental - family members were 
using the WiFi when they discovered 
the presence of a device called “IP 
camera” on the network. Careful 
scrutiny led to finally unravelling spy 
cameras concealed inside smoke alarm 
cases. At this point the guests left their 

Airbnb booking and booked into a 
hotel, unsure if there were more similar 
recording devices operating elsewhere 
on the property.

USB CABLES HAVE EYES (AND EARS)
While non-consensual usage of covert 

recording equipment is illegal in nearly 
every jurisdiction, selling and buying 
of those items is completely legal. 
Amazon, eBay and various other Internet 
marketplaces offer a huge amount and 
variety of spying equipment, some of it 
on par or better than what James Bond 
had in his spy arsenal.

For instance, an AC adaptor for phone 
and tablet chargers, additionally fitted 
with a micro camera and a slot for a 
micro SD card, can be bought for less 
than 100 euro. On the outside, the device 
looks completely harmless and if plugged 
into a power socket on the wall amongst 
other cables, it blends in completely and 
raises no suspicion.

More elaborate devices include USB 
power cables, capable of housing 
microscopic camera lenses, microphones, 
micro SD cards and even tiny control 
panels. They can also work off portable 
power banks, removing the necessity of 
having them plugged into a socket.

BIG (OR LITTLE?)  
BROTHER COULD 
BE WATCHING 
YOU!

by Matt
Makowski

EVERYDAY ITEMS FOR 
RECORDING STUFF

What items can be used for covert 
video and audio recording? Nowadays, 
almost anything can. The easiest 
and most obvious ones are electronic 
devices; from chargers, sound speakers, 
TV remotes, power banks to computer 
components, etc. Generally speaking, 
they are already plugged into something, 
so powering them is not an issue, and 
they blend in so well with our cyber-
saturated surroundings that they don’t 
look out of place at all.

The other category is wearable items 
and gadgets, used for impromptu 
recordings of private conversations and 
meetings in places where the person 
behind the recording does not control 
the surroundings. These include watches, 
glasses, lapel pins, or common things 
like pens or briefcases. Such items are 
typically not suitable for prolonged 
recordings due to limitations of digital 
storage and their use of battery power.

While all of those spying gadgets 
mentioned can be readily bought online 
and are plug and play, persons with 
more technical skills and knowledge 
can build their own surveillance system 
using cheap components manufactured 
in Asia. For instance, a micro PIR HD-
08 spy camera can be purchased for 
anything between 50 - 100 euro and 
then fitted into an adequate disguise. 
Like most contemporary spying 
cameras, it will record video and audio 

and has an infrared motion sensor so 
can wait in standby mode until it is 
triggered by movement.

HOW TO DETECT HIDDEN CAMERAS
Whenever using services like Airbnb, 

hotel rooms or anything that involves 
staying in an environment we don’t 
control, one should accept the possibility 
of covert illegal recording as very real. 
The most basic precaution is to unplug 
unused electric (or electronic) items 
within our sight. This includes TVs, 
digital clocks, radios, etc. Any potential 
recording equipment built into those 
devices will automatically lose its power 
source and won’t function.

Infrared (IR) hidden cameras used 
to record in low light or no light 
environments can sometimes be detected 
by simply turning off all lights in the 
room. Some cameras will emit a faint 
glow (depending on their IR spectrum). 
For those that don’t glow in the dark, 
you can simply turn on your smartphone 
camera and record a 360 degrees video of 
everything around - unlike the human 
eye, a smartphone camera can detect IR 
lights and “see” them quite brightly.

Technology can be quite useful at 
detecting technology - that’s why some 
privacy freaks use smartphone apps 
designed to detect hidden cameras - by 
using your own smartphone camera. An 
example of such app is, nomen omen, the 
Hidden Spy Camera Detector. However 
while seemingly convenient, this method 

of detecting covert surveillance does not 
always work. The reason is simple - the 
algorithms that power those detection 
apps are designed to scan and read 
the environment for variables visually 
similar to what a hidden camera is 
expected to look like (typically a small 
oval dot somewhere on a flat surface). 
While in some cases useful, hidden 
camera detection apps can miss the 
better concealed spy cams, or can 
produce multiple false positives - seeing 
hidden cameras where obviously there 
are none.

And finally, certain digital surveillance 
equipment works off the local WiFi 
network. As demonstrated in the Irish 
Airbnb example, guest WiFi users 
were alerted to the presence of other 
devices on the network and started a 
visual search for spy cameras in their 
immediate surroundings. Nowadays WiFi 
networks can be scanned with mobile 
applications, for instance Fing, available 
on both iOS and Android. Such a scan 
will typically reveal all devices currently 
connected to the local WiFi. Detecting an 
unknown device operating on your guest 
WiFi might not tell you exactly where 
the hidden camera is, but it will alert you 
to its existence. This will be enough to 
start a more thorough search or motivate 
you to stay elsewhere. Like most things 
in life, your personal security is to a large 
degree your personal responsibility, so 
look out for yourself and don’t become 
the subject of or the product, in this age 
of new technologies. Stay safe.
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